
Cybersecurity 103
Cybersecurity Threat Landscape for the Water and 
Wastewater Systems Sector
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• Vijal Pancholi, Cybersecurity Analyst

• EPA’s Office of Water
• Office of Ground Water and Drinking Water
• Water Infrastructure and Cyber Resilience Division
• Cybersecurity Branch

• B.S. Computer Networks
• Certified in Cybersecurity

• Email: Pancholi.Vijal@epa.gov

mailto:Pancholi.Vijal@epa.gov


Course Logistics and Continuing Education
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• Troubleshooting
• If you are having audio or visual trouble, please exit the course and 

rejoin.
• If you continue to have trouble, please send a private chat to Melanie 

Woods (GDIT).
• Ways to Interact

• Submit questions in the chat
• Respond to poll questions

• Wrap Up and CEUs
• At the end of the course, please complete the course evaluation.
• Continuing education is tracked by attendance and poll responses.



The Evolving Cyber Threat Landscape
• Cyberattacks have evolved from largely

IT-based ransomware to OT-focused 
attacks.

• Increase in frequency and severity of
unauthorized remote access 
and ransomware attacks.

• Many of these attacks are malware-free
and target internet-exposed devices with
vulnerabilities.

• Groups associated with foreign states
have disrupted services at US water
and wastewater utilities, resulting in 
operational impacts.
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Water and Wastewater Cybersecurity Incidents
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Big Picture: Cyber Threats to Critical 
Infrastructure



Big Picture: Cyber Threat Landscape
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Threats to Critical Infrastructure Organizations and 
Industrial Control Systems (ICS)

• State-Sponsored Cyber Actors (e.g., Russia, PRC, Iran)
• Advanced Persistent Threat (APT) Cyber Tools Targeting ICS/SCADA 

Devices
• Known Exploited Vulnerabilities (Information Technology (IT) and 

Operational Technology (OT))
• Third-Party Risks
• Cyber Threats to & Incidents at U.S. Water and Wastewater Utilities



State-Sponsored Cyber Threats



Pro-Russia Threat Actor: CARR
• Remote access gained through 

publicly exposed internet 
connections, factory default and 
weak passwords, and lack of 
multifactor authentication.

• Resulted in maxed out set points, 
altered settings, turned off alarms, 
and changed administrative 
passwords to lock out operators.

• Many victims reverted to manual 
operations.
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Iranian Threat Actor: CyberAv3ngers
• In November 2023, the 

CyberAv3ngers began targeting and 
compromising Israeli-made 
programmable logic controllers 
(PLCs) and human machine 
interfaces (HMIs).

• Impacted multiple sectors, including
U.S. water and wastewater systems, 
and resulted in operational impacts.
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CARR & Cyber Av3ngers: Mitigation Actions
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PRC Threat Actor: Volt Typhoon
• People's Republic of China (PRC) 

state-sponsored actor that has 
been actively targeting critical 
infrastructure in the United 
States, including water and 
wastewater systems.

• Conducts extensive pre-
 compromise reconnaissance and 
gain initial access to IT networks 
by exploiting public-facing 
assets.
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PRC Threat Actor: Volt Typhoon
• After gaining access to a victim's 

network, the group uses “Living 
Off the Land" techniques to 
evade detection.

• Use elevated credentials for 
additional discovery, often 
focusing on gaining capabilities 
to access OT assets.
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Volt Typhoon: Mitigation Actions
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Targeting of ICS/SCADA Devices



ICS/SCADA Overview
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• Industrial Control Systems (ICS)
• A collection of control systems and other hardware that work together 

to automate or operate industrial processes.
• The goal of ICSs is to make daily operations more efficient and 

autonomous, with minimal human input.
• Supervisory Control and Data Acquisition (SCADA)

• A computerized system that uses software and hardware to monitor 
and control industrial processes and equipment.

• Allows operator to supervise the equipment and control them remotely
• Examines, collects and processes data in real-time.



What is an Insider Threat?
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• The potential for an insider to use their authorized access or 
understanding of an organization to harm that organization.

• Examples:
• Shadow IT
• Terrorism
• Unauthorized disclosure of information
• Corruption
• Sabotage
• Workplace violence
• Intentional or unintentional loss or degradation of resources or 

capabilities



Preventing Insider Threats
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• Security Policy
• Define security controls to identify and prevent malicious behaviors and 

block unauthorized users.
• Revoke Access

• Remove/Disable account of users who have retired, changed roles, or 
separated from the organization.

• Cyber Awareness Training
• Accidents happen, but training users on what to watch out for 

minimizes those accidents.
• Strong Authentication

• Enhancing authentication methods reduces the risk of unauthorized 
access.



What is Social Engineering?
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• Social engineering is manipulating people so they give up 
confidential information.

• How is it done?
• Phishing emails (Friends or Trusted Sources)
• Spear Phishing (Targeted form of phishing)
• Whaling (Targets high-level executive)
• Smishing (SMS message based)
• Tailgating/Piggybacking (enter behind someone or get them to hold 

door)



Preventing Social Engineering
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• Do:
• Check validity of sources
• Remain vigilant of 

surroundings
• Enable Multifactor 

Authentication (MFA)
• Regularly update and patch 

systems

• Don’t:
• Respond to urgent requests
• Share personal information
• Insert unknown USB or other 

devices
• Click a link or download files 

from an unfamiliar or 
suspicious sender



What is Malware?
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• Malware is any software that is intentionally designed to harm 
or exploit a computer, network, or server

• General term
• A virus is a type of malware that can attach itself to other 

programs, replicate and spread to other devices
• Specific term



How Malware Spreads
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• Email
• Fake FedEx email stating you missed a package and must click a link to 

set a new delivery date.
• Websites

• Pop-up ad telling you that you have a virus you need to remove 
immediately.

• Phone
• Fake call from your IT department that requested permission to 

remotely access your computer.
• Apps

• Malicious code in a popular app advertising a free app for downloading.



Preventing Malware
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• Regular Software Updates
• Newer versions often contain more security fixes to prevent malware 

attacks.
• Anti-Malware Software

• Install and update anti-malware or anti-virus software and set it to 
update automatically.

• Use a firewall.
• Safe Browsing Practices

• Be cautious of websites, downloads and emails.
• Portable Storage Device Hygiene

• Test or inspect portable storage devices (e.g., USB/flash drives) prior to 
connecting them to a network.



Malware
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Types of Malware
Adware Ransomware

Spyware Worm Trojan

Poll 2



Types of Malware: Adware

• Secretly installs itself on your device and displays unwanted 
advertisements and pop-ups.

• Disguises itself as legitimate, or piggybacks on another program 
to trick you into installing it on your PC, tablet or mobile device.

• Can track you online to provide personalized ads.
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Types of Malware: Ransomware

• Prevents users from accessing their system or personal files and 
demands ransom payment to regain access.

• Comes from social engineering or “tricking users.”
• Ransom payments are demanded as cryptocurrency or credit 

card payments.
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Types of Malware: Trojans

• “A Trojan can be a Swiss Army knife of hacking.”
• Various types of Trojan objectives:

• Standalone malware
• Delivering payloads
• Communicating back with the hacker
• Opening the system (from the inside) to further attacks
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Types of Malware: Worm

• Capable of propagating or replicating itself from one system to 
another.

• Can do malicious tasks:
• Dropping other malware
• Copying itself onto devices physically attached (USBs, Storage Devices)
• Deleting files
• Consuming bandwidth
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Types of Malware: Spyware
• Invades the device, steals sensitive information and internet 

usage data, and relays it to advertisers, data firms or external 
users.

• Once Installed:
• Monitors Internet activity
• Tracks login credentials
• Spies on sensitive information

• Primary Goal: Obtain credit card numbers, banking information 
and passwords.
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BREAK



Human-Machine Interface Threats



Internet-Exposed HMIs Pose Cybersecurity Risks to 
Water and Wastewater Systems
• EPA and CISA often identify internet-

 exposed Human Machine Interfaces 
(HMIs) through scanning via publicly 
available web-based search 
platforms.

• In the absence of cybersecurity 
controls, unauthorized users can 
exploit HMIs to:

• View the contents of the HMI
• Make unauthorized changes and 

potentially disrupt the facility's water 
and/or wastewater treatment process
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Example of Exposed HMIs
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Internet-Exposed HMIs Mitigation

devices.
1. Conduct an inventory of all internet-exposed

2. If possible, disconnect HMIs from the public
internet. If this is not possible, secure HMIs with 
strong passwords and never use factory default

security updates.

passwords.
3. Log remote logins to HMIs.
4. Implement vendor security recommendations.
5. Keep all systems up to date with patches and

6. Implement Multi-Factor Authentication (MFA) for all 
access to HMIs and the OT network.

7. Implement network segmentation.
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Other Examples of Cybersecurity Threats & 
Incidents at Water Systems



Ongoing Cyber Threats to U.S. Water & 
Wastewater Systems
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• October 2024 | American Water – one of the nation’s largest water utilities 
that supplies water to more than 14 million people – discovered that it was 
the victim of a cybersecurity incident that breached its networks and 
systems, including its customer billing system. The utility disconnected or 
deactivated certain systems to protect customer data. Operations were not 
impacted by the breach.

• July 2023 | Discovery Bay, CA | Previous contracted employee posed an 
insider threat when he hacked into the water treatment facility's computer 
network, uninstalling software that regulated water pressure, filtration, 
and chemical levels.

• May 2023 | U.S. Military Installations | Chinese government-backed hacker 
group has inserted malware into systems of numerous water and electric 
utilities that serve U.S. military installations.



Ongoing Cyber Threats to U.S. Water & 
Wastewater Systems

11/12/2025 | 39

• March 2019 | Ellsworth County, KS | Former employee acted as insider 
threat by using their credentials, which had not yet been revoked, to 
remotely access the facility's information systems and attempted to alter 
treatment of drinking water.

• October 2018 | Jacksonville, NC | Emotet ransomware was reported to 
have spread through Onslow Water and Sewer Authority's information 
systems, followed by Ryuk ransomware ten days later. The IT 
infrastructure had to be shut down to limit spread of malware.

• April 2016 | Lansing, MI | A utility chose to pay a $25,000 ransom to 
resume business operations after they fell victim to a ransomware attack 
through a malicious email attachment clicked by an employee.



CrowdStrike
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CrowdStrike
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An update containing “incorrect code” affected systems 
running Windows 10 or later

Caused systems to crash, leading to multiple services 
unavailable

Impacted utility SCADA systems and various utility 
computers taking them offline

Utilities were able to address issue in a timely manner and 
maintain operations



Stay Informed



Register for EPA’s Water Sector Alerts
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DHS Office of Intelligence and Analysis (I&A)

11/12/2025 | 44

• DHS I&A's Cyber Intelligence Center (CIC) hosts an 
UNCLASSIFIED//FOR OFFICIAL USE ONLY Bi-weekly Cyber
Threat Intelligence Teleconference.

• The teleconference highlights current and emerging issues in 
the cyber threat landscape.

• Recommended participants include public and private sector 
cybersecurity and/or intelligence professionals who support 
cybersecurity or critical infrastructure security.

• If you are interested in attending this call, contact 
cyber@hq.dhs.gov.

mailto:cyber@hq.dhs.gov


CISA Resources
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• Known Exploited Vulnerabilities(KEV) Catalog
• A list of currently known vulnerabilities
• https://www.cisa.gov/known-exploited-vulnerabilities-catalog

• Cyber Alerts
• Receive vital information on new threats
• https://public.govdelivery.com/accounts/USDHSCISA/subscriber/new?q 

sp=CODE_RED
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Cybersecurity Incident Reporting



Cybersecurity Incident Reporting

Why is incident reporting important?
• Allows rapid deployment of resources to assist victims.
• Facilitates analysis of incoming reporting across sectors to spot 

trends.

• Expedites information sharing to warn other potential victims.
• Promotes information sharing on tactics, techniques, and 

procedures.
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EPA Cybersecurity Incident Reporting Fact Sheet

• The Fact Sheet features:
• Importance of reporting
• Where to report

• FBI (ic3.gov)
• CISA
• EPA

• When to report
• What to report

https://www.epa.gov/system/files/documents
/2023-02/230202-
CyberIncidentReportingProcess_21118.pdf
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Cybersecurity Courses for the Water Sector
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• EPA is committed to providing cybersecurity courses for the 
water sector on an ongoing and reoccurring basis.

• Courses include cybersecurity basics for water systems, how 
to conduct a cybersecurity risk assessment, tabletop 
exercises, and more.

• Visit www.epa.gov/waterresilience/cybersecurity-exercises-
and-technical-assistance-courses to view upcoming and 
recorded exercises.

• Contact watercyberta@epa.gov to request a cybersecurity 
technical assistance course or tabletop exercise.
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EPA Cybersecurity Resources
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Top Cyber Actions for Securing Water Systems OT

internet
1. Reduce exposure to the public-facing

2. Conduct regular cybersecurity 
assessments

3. Change default passwords
4. Conduct and inventory of OT/IT assets
5. Develop and exercise cybersecurity 

incident response and recovery plans
6. Backup OT/IT systems
7. Reduce exposure to vulnerabilities
8. Conduct cybersecurity awareness

training

Poll 4



EPA’s Water Sector Cybersecurity Program Case 
Studies
• Case studies highlighting the 

cybersecurity success stories at 
water and wastewater utilities.

• Small Combined System
• Small Wastewater System
• Medium Drinking Water System
• Medium Drinking Water System #2
• Medium Combined System
• Large Combined System
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Fact Sheet: Cyber Insurance for Drinking Water 
and Wastewater Systems
• Provides an in-depth overview 

of cybersecurity insurance for 
water and wastewater 
systems.

• Demonstrates the important 
role cyber insurance plays in a 
comprehensive cyber risk 
management strategy.
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CISA Cybersecurity Resources



CISA Cybersecurity Resources
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• CISA Regional Resources
• Cybersecurity Resources

• CISA's Free Cyber Vulnerability Scanning for Water Utilities
• 4 Things You Can Do To Keep Yourself Cyber Safe
• Report to CISA
• Cybersecurity Alerts & Advisories
• Cyber Risks & Resources for the Water and Wastewater Systems Sector Infographics
• Cross-Sector Cybersecurity Performance Goals
• Known Exploited Vulnerabilities Catalog
• CyberSentry Program
• Logging Made Easy (LME)
• Secure Our World
• Industrial Control Systems Training
• Known Exploited Vulnerabilities (KEV) Catalog
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Wrap-Up

Poll 5



Conclusion
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• Increase in frequency and severity of unauthorized remote 
access and ransomware attacks that result in impacts to 
operational and business systems at water and wastewater 
utilities.

• Insider Threats, Social Engineering (including Phishing), Malware
• Attacks are increasingly malware-free and target internet-

 exposed devices with vulnerabilities.
• Cybersecurity best practices to secure IT and OT systems.
• Resources to protect against, and reduce impacts from, cyber 

threats.



Questions?
• https://www.epa.gov/cyberwater
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https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector
https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector


Post-Course Questionnaire

• Let us know how we did!
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