Cybersecurity 103

Cybersecurity Threat Landscape for the Water and
Wastewater Systems Sector

e Water Infrastructure &
\’ Cyber Resilience Division




Speaker

* Vijal Pancholi, Cybersecurity Analyst

e EPA’s Office of Water
» Office of Ground Water and Drinking Water
* Water Infrastructure and Cyber Resilience Division

* Cybersecurity Branch

e B.S. Computer Networks
 Certified in Cybersecurity

* Email: Pancholi.Vijal@epa.gov

11/12/2025 | 2



mailto:Pancholi.Vijal@epa.gov

Course Logistics and Continuing Education

* Troubleshooting
« If you are having audio or visual trouble, please exit the course and
rejoin.
« If you continue to have trouble, please send a private chat to Melanie
Woods (GDIT).

» Ways to Interact
« Submit questions in the chat
« Respond to poll questions

* Wrap Up and CEUs
At the end of the course, please complete the course evaluation.
 Continuing education is tracked by attendance and poll responses.
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The Evolving Cyber Threat Landscape

 Cyberattacks have evolved from largely

[T-based ransomware to OT-focused
attacks.

 Increase in frequency and severity of
unauthorized remote access
and ransomware attacks.

« Many of these attacks are malware-free
and ar%_e!: internet-exposed devices with
vulnerabilities.

 Groups associated with foreign states
have disrupted services at US water

and wastewater utilities, resulting in
operational impacts.

Kansas Water Facility Switches to Manual Operations

Following Cyberattack
Ransomware possibly involved in a cybersecurity incident at Arkansas City's water treatment facility.

Daily Briefing Newsletter
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Water and Wastewater Cybersecurity Incidents

= Ransomware
a Phishing

= Malware

» Unauthorized Access
= Denial of Service

s Email Compromise

= Device Compromise
s Data Exfiltration

= Credential Compromise
a Brute Force

= Data Compromise

s Port Scanning

= Social Engineering

= Remote Access

= Zero Day
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Big Picture: Cyber Threat Landscape

Threats to Critical Infrastructure Organizations and
Industrial Control Systems (ICS)
» State-Sponsored Cyber Actors (e.g., Russia, PRC, Iran)

» Advanced Persistent Threat (APT) Cyber Tools Targeting ICS/SCADA
Devices

« Known Exploited Vulnerabilities (Information Technology (IT) and
Operational Technology (OT))

 Third-Party Risks
» Cyber Threats to & Incidents at U.S. Water and Wastewater Utilities
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State-Sponsored Cyber Threats
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Pro-Russia Threat Actor: CARR

TLP:CLEAR

Defending OT Operations

Against Ongoing Pro-Russia

» Remote access gained through Hacktivist Activty
publicly exposed internet
connections, factory default and il
ey o SR SRR ooy Corve
weak passwords, and lack of T

Overview

AOMINISTRATION

multifactor authentication.

The Cybersecurity and Infrastructure Security Agency (CISA), Federal
Bureau of Investigation (FBI), National Security Agency (NSA),
Enviranmental Protection Agency (EPA), Department of Energy (DOE),
United States Department of Agriculture (USDA), Food and Drug
Adrministration (FDA), Multi-State Infermation Sharing and Analysis Center
(MSISAC), Canadian Centre for Cyber Security (CCCS), and United
Kingdom’s National Cyber Security Centre (NCSC-UK)—hereafter referred

Actions to take today:
Immediately change all default
passwords of OT devices
(including PLCs and HMIs), and
use strong. unique passwords.
= Limit exposure of OT systems to

= =
* R | IN Max IN ettt I
’ MEhiEht ancoaloearc aeains: the contl eious cyber activity authentication for all access to

by pro-R i v against operational technology (OT) the OT network.

devices in North America and Europe.

-
The authoring organizations are aware of pro-Russia v and compromising small-scale OT systems in
’ ’ North ican and Water and Systems (WWS), Dams, Energy, and Food and Agriculture Sectors.

These hacktivists seek to compromise modular, internet-exposed industrial control systems (ICS) through their software

components, such as human ine i (HMIs), by iting virtual network computing (VNC) remote access

- L] L]
n n m n software and default passwords.
a C a g e a I I S ra I Ve The i izations are ing this fact sheet to share information and mitigations associated with this

malicious activity, which has been observed since 2022 anﬁ as recently as April 2024. The authoring organizations

encourage OT op in eritical i ing WWS, Dams, Energy, and Food and Agriculture—o

PassSwWo rds to lock out operators. e S

Pro-Russia hacktivist activity against these sectors appears mostly limited to isti i that
ICS equipment to create nuisance effects. However, investigations have identified that these actors are capable of
[]

technigues that pose physical threats against insecure and misconfigurad OT environments. Pro-Russia hacktivists have
been observed gaining remote access via a combination of exploiting publicly exposed internet-facing connections and
outdated VMC software, as well as using the HMIs' factory default passwords and weak passwords without multifactor
authentication.

® 0 (Q) @csagw s of May 1. 2024
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Iranian Threat Actor: CyberAv3ngers

« In November 2023, the
CyberAv3ngers began targeting and
compromising Israeli-made
programmable logic controllers E e ,,\
(PLCs) and human machine HACKED 17

sl -IM

interfaces (HMIs).

LEGAL TARGET 203«

» Impacted multiple sectors, including
U.S. water and wastewater systems,
and resulted in operational impacts.
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CARR & Cyber Av3ngers: Mitigation Actions

(i) ACTIONS TO TAKE TODAY TO MITIGATE MALICIOUS ACTIVITY:

1. Address operational technology connected insecurely to the internet.
2. Implement multifactor authentication.
3. Use strong, unique passwords.

4, Check PLCs for default or no passwords.
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PRC Threat Actor: Volt Typhoon

 People's Republic of China (PRC)
state-sponsored actor that has
been actively targeting critical
infrastructure in the United
States, including water and
wastewater systems.

« Conducts extensive pre-
compromise reconnaissance and
gain initial access to IT networks
by exploiting public-facing
assets.

CYBERSECURITY
ADVISORY

TLP:CLEAR]  Product iD: p24.0384

Aia |National Cyber
[l Mlsccany oo
part o it a part of GCHO

PRC State Sppzn:c;.rtt—ea Actors

Infrastru

Maintain cWftﬁcc:esﬁ to.l

/;f l\ |
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PRC Threat Actor: Volt Typhoon

» After gaining access to a victim's ENYI;\BIFS%SREYCURITY
network, the group uses “Living

Off the Land" techniques to
evade detection.

» Use elevated credentials for e Wt
additional discovery, often
focusing on gaining capabilities
to access OT assets.

PRC State-s,pghsoré& Actorsiie o and -
1 ! e

Maintain i tentﬁccess to ..:..f iea)

Infrastruc 15 . 77T N
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Volt Typhoon: Mitigation Actions

<EPA

ACTIONS TO TAKE TODAY TO MITIGATE VOLT TYPHOON ACTIVITY:

1. Apply patches for internet-facing systems. Prioritize patching critical vulnerabilities in appliances known to be

frequently exploited by Volt Typhoon.
2. Implement phishing-resistant MFA.
3. Ensure logging is turned on for application, access, and security logs and store logs in a central system.

4. Plan “end of life” for technology beyond manufacturer’s supported lifecycle.

Water Infrastructure &
Cyber Resilience Division
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Targeting of ICS/SCADA Devices
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ICS/SCADA Overview

* Industrial Control Systems (ICS)

* A collection of control systems and other hardware that work together
to automate or operate industrial processes.

« The goal of ICSs is to make daily operations more efficient and
autonomous, with minimal human input.

 Supervisory Control and Data Acquisition (SCADA)

« A computerized system that uses software and hardware to monitor
and control industrial processes and equipment.

 Allows operator to supervise the equipment and control them remotely
« Examines, collects and processes data in real-time.
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What is an Insider Threat?

* The potential for an insider to use their authorized access or
understanding of an organization to harm that organization.

» Examples:
« Shadow IT
e Terrorism
« Unauthorized disclosure of information
 Corruption
« Sabotage
» Workplace violence

* Intentional or unintentional loss or degradation of resources or
capabilities
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Preventing Insider Threats

 Security Policy
 Define security controls to identify and prevent malicious behaviors and
block unauthorized users.
« Revoke Access
« Remove/Disable account of users who have retired, changed roles, or
separated from the organization.

» Cyber Awareness Training

 Accidents happen, but training users on what to watch out for
minimizes those accidents.

» Strong Authentication

« Enhancing authentication methods reduces the risk of unauthorized
access.
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What is Social Engineering?

» Social engineering is manipulating people so they give up
confidential information.

* How is it done?
 Phishing emails (Friends or Trusted Sources)
 Spear Phishing (Targeted form of phishing)
« Whaling (Targets high-level executive)
* Smishing (SMS message based)

» Tailgating/Piggybacking (enter behind someone or get them to hold
door)
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Preventing Social Engineering

* Do: * Don't:
« Check validity of sources « Respond to urgent requests
« Remain vigilant of  Share personal information
surroundings » Insert unknown USB or other
« Enable Multifactor devices
Authentication (MFA) » Click a link or download files
» Regularly update and patch from an unfamiliar or

systems suspicious sender
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What is Malware?

» Malware is any software that is intentionally designed to harm
or exploit a computer, network, or server

e General term

* A virus is a type of malware that can attach itself to other
programs, replicate and spread to other devices
 Specific term

11/12/2025 | 22



How Malware Spreads

* Email
 Fake FedEx email stating you missed a package and must click a link to
set a new delivery date.
 Websites
» Pop-up ad telling you that you have a virus you need to remove
immediately.

* Phone

« Fake call from your IT department that requested permission to
remotely access your computer.

* Apps
 Malicious code in a popular app advertising a free app for downloading.
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Preventing Malware

» Regular Software Updates
« Newer versions often contain more security fixes to prevent malware
attacks.
» Anti-Malware Software

« Install and update anti-malware or anti-virus software and set it to
update automatically.

e Use a firewall.

 Safe Browsing Practices
« Be cautious of websites, downloads and emails.

 Portable Storage Device Hygiene

 Test or inspect portable storage devices (e.g., USB/flash drives) prior to
connecting them to a network.
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Malware

Division

Water Infrastructure &
Cyber Resilience
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Types of Malware

Adware Ransomware
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Types of Malware: Adware

 Secretly installs itself on your device and displays unwanted
advertisements and pop-ups.

* Disguises itself as legitimate, or piggybacks on another program
to trick you into installing it on your PC, tablet or mobile device.

» Can track you online to provide personalized ads.
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Types of Malware: Ransomware

 Prevents users from accessing their system or personal files and
demands ransom payment to regain access.

« Comes from social engineering or “tricking users.”

« Ransom payments are demanded as cryptocurrency or credit
card payments.
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Types of Malware: Trojans

- "A Trojan can be a Swiss Army knife of hacking.”

« VVarious types of Trojan objectives:
« Standalone malware
 Delivering payloads
« Communicating back with the hacker
« Opening the system (from the inside) to further attacks
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Types of Malware: Worm

 Capable of propagating or replicating itself from one system to
another.

« Can do malicious tasks:
* Dropping other malware
« Copying itself onto devices physically attached (USBs, Storage Devices)
 Deleting files
e Consuming bandwidth
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Types of Malware: Spyware

« Invades the device, steals sensitive information and internet

usage data, and relays it to advertisers, data firms or external
users.

* Once Installed:
« Monitors Internet activity
* Tracks login credentials
* Spies on sensitive information

 Primary Goal: Obtain credit card numbers, banking information
and passwords.

11/12/2025 | 31



BREAK

Water Infrastructure &
Cyber Resilience Division

EPA |

[ 2]
N7



Human-Machine Interface Threats
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Internet-Exposed HMIs Pose Cybersecurity Risks to
Water and Wastewater Systems

» EPA and CISA often identify internet- O G rsa

Risks to Water and

exposed Human Machine Interfaces
(HMIs) through scanning via publicly e
available web-based search e e

Supenvisory Control and Data Acquisition (SCADW) systems connected 10 programmable lagic controllers

m {PLCs). In the absence of cybersecurity controls. unauthorzed users can exploit exposed HMIs in Water and
p a O r S T toc

*  View the contents of the HMI (including the graphical user interface, distribution system maps, event
logs. and security setings) and
*  Make unauthorized changes and potentially disrupt the facility’s water and/or wastewater treatment

* In the absence of cybersecurity B o

weAKNESSes eagily. For example, in 2024, pro-Russia hacktivists manipulated HMIS 8t Water and

-
Wastewater Systems, causing water pumps and biower equipment to exceed their nommal operating
controls, unautnorized users Can e I e e et o e e e S
’ mechanisms, and changed administrative passwords to lock out the water utility operators. These instances
resulted in operational impacts 81 waler systems and forced viclims 10 revert 1o manual operations. (For
ol Yormtine st Cngai B Chiigst

exploit HMIs to: S

EPA and CISA are releasing this fact sheet to provide Water and Wastewater Systems with recommendations

 View the contents of the HMI — i

EPA and CI5A strongly encourage Water and Wastewater Systems to implement the following mitigations to

- Make unauthorized changes and R o S R

=  Conduct an inventory of all internet-exposed devices.

potentially disrupt the facility's water i e e e e

Ugiop o

and/or wastewater treatment process e ey

PASEWOITS.

T ocumnt i mavked TLRCLEAR. Dickoiune i Aol Smided, Sourtes oy uid TUPRCLEAR whin informadion Cnries mininal of no
Fomseeably riuk of MISI, I ACOMANCE wiEh appiicable rules and PCOdUNES or public Feknae. SUCRC L0 STancaed copynight
vules, TLPSCLEAR information muy be distributed without nestriction. For mone information on the Trafic Light Profocol, see

i ov/ 0.

@. s g B ot o v W e0sage | sosiciter
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Example of Exposed HMIs

Sensor OK

Maintanence

<EPA

Well Level; 50.14ft

Water Infrastructure &
Cyber Resilience Division

Chom [

e TN szo

FROM CITY OF HOUSTON
tle_[:. —— =

EN  DIS

WELL PUMP ( LEAD )
ENABLE AUTe __HAND

HR50 MiNG

LAG#1 46.0 520

LAG#Z 440 520

HIGH PSI ALM  56.0

LOW PSTALM  40.0

©)

ENABLE SW VALVE (LAG )

Al HaND
5 o wuro
HR50 MIN O
-

ON  OFF
LEAD SETPOINT 150 18.0
LAG#®1 SETPOINT 130 18.0

LO-LEVEL CUTOFF 5.0
HIGH LEVEL ALARM 22
LOW LEVEL ALARM {1}

DAILY REPORT

CITY MAP
ALARM
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Internet-Exposed HMIs Mitigation

.. Internet-Exposed HMIs
% Pose Cybersecurity

1. Conduct an inventory of all internet-exposed WY [arineed
devices.

2. If possible, disconnect HMIs from the public e i il i

internet. If this is not possible, secure HMIs with T e S S
strong passwords and never use factory default P T e e

*  View the contents of the HMI (including the graphical user interface, distribution system maps, event

passwords. SEae i

Make unauthorized changes and potentially disrupt the facility’s water and)/or wasiewater treatment
PIOCESS.

-
Threat actors have demonsirated the capability to find and exploit internet-exposed HMIs with il
Og re I I l O e Og I n S O S " weAKNESSes eagily. For example, in 2024, pro-Russia hacktivists manipulated HMIS 8t Water and

Wastewater Systems, causing water pumps and biower equipment to exceed their nommal operating

parameters. In each case, the hacktivists maxed out Set points, altered other settings. turned off alarm

Implement vendor security recommendations. e s

ore information, see the joint fact sheet Defen

Keep all systems up to date with patches and e s e s
security updates. ———"

EPA and CI5A strongly encourage Water and Wastewater Systems to implement the following mitigations to
harden remote access 1o HMIs. Organizations may need to consull with their system integrators and request

Implement Multi-Factor Authentication (MFA) for all et e W |
access to HMIs and the OT network. et et o e i

* I it is not possible 1o disconnect the device, secure it by creating a usemame and sirong password
0l & threat acior from easily viewing and accessing the devices. Change factory default

Implement network segmentation. e

fomsoeabls ik of misira, N RCOMaOCE wiEh applicabls rudes and procedunes for publt rplease. Subpct (0 Standand copyright

N o AW

rules, TLPCLEAR informadion muy be disiribuied wishout restrction. For mone information on the Trafic Light Profocol, see
i v/ TD
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Other Examples of Cybersecurity Threats &
Incidents at Water Systems
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Ongoing Cyber Threats to U.S. Water &
Wastewater Systems

« October 2024 | American Water — one of the nation’s largest water utilities
that supplies water to more than 14 million people — discovered that it was
the victim of a cybersecurity incident that breached its networks and
systems, including its customer billing system. The utility disconnected or
deactivated certain systems to protect customer data. Operations were not
impacted by the breach.

 July 2023 | Discovery Bay, CA | Previous contracted employee posed an
insider threat when he hacked into the water treatment facility's computer
network, uninstalling software that regulated water pressure, filtration,
and chemical levels.

« May 2023 | U.S. Military Installations | Chinese government-backed hacker
group has inserted malware into systems of humerous water and electric
utilities that serve U.S. military installations.
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Ongoing Cyber Threats to U.S. Water &
Wastewater Systems

« March 2019 | Ellsworth County, KS | Former employee acted as insider
threat by using their credentials, which had not yet been revoked, to

remotely access the facility's information systems and attempted to alter
treatment of drinking water.

« October 2018 | Jacksonville, NC | Emotet ransomware was reported to
have spread through Onslow Water and Sewer Authority's information
systems, followed by Ryuk ransomware ten days later. The IT
infrastructure had to be shut down to limit spread of malware.

 April 2016 | Lansing, MI | A utility chose to pay a $25,000 ransom to
resume business operations after they fell victim to a ransomware attack
through a malicious email attachment clicked by an employee.
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CrowdStrike
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CrowdStrike

- An update containing “incorrect code” affected systems
running Windows 10 or later

Caused systems to crash, leading to multiple services
unavailable

- Impacted utility SCADA systems and various utility
computers taking them offline

Utilities were able to address issue in a timely manner and
maintain operations
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Register for EPA’'s Water Sector Alerts
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DHS Office of Intelligence and Analysis (I&A)

* DHS I&A's Cyber Intelligence Center (CIC) hosts an
UNCLASSIFIED//FOR OFFICIAL USE ONLY Bi-weekly Cyber
Threat Intelligence Teleconference.

 The teleconference highlights current and emerging issues in
the cyber threat landscape.

« Recommended participants include public and private sector
cybersecurity and/or intelligence professionals who support
cybersecurity or critical infrastructure security.

« If you are interested in attending this call, contact
cyber@hg.dhs.gov.
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CISA Resources

« Known Exploited Vulnerabilities(KEV) Catalog
* A list of currently known vulnerabilities
- https://www.cisa.gov/known-exploited-vulnerabilities-catalog

* Cyber Alerts
* Receive vital information on new threats

« https://public.govdelivery.com/accounts/USDHSCISA/subscriber/new?q
sp=CODE RED
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Cybersecurity Incident Reporting

Why is incident reporting important?
« Allows rapid deployment of resources to assist victims.

 Facilitates analysis of incoming reporting across sectors to spot
trends.

 Expedites information sharing to warn other potential victims.

» Promotes information sharing on tactics, technigues, and
procedures.
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EPA Cybersecurity Incident Reporting Fact Sheet

* The Fact Sheet features: CYBER INCIDENT

REPORTING PROCESS

[]
I I I l p O rta I l C e O re p O rt I I I A cyber incident could jeopardize drinking water and waste water utilities by allowing access to private

customer/employee information, changing chemical levels in water treatment processes, or denying access
to critical systems. Cyber incidents resulting in disruptions of operational processes are of particular concern
to the Federal Government. The attacker is a criminal, and reporting an incident allows individuals to look
out for suspicious activity and enables them to take steps to protect themselves.

» Where to repor SERE G e

REPORT TO THE FBI FOR THREAT RESPONSE

= Submit an internet e complaint form to the FBI at wwic3 gov or contact your
. I ( : OV local field office at w i, OV/C ct-us/field. The FBI will conduct the investigation.
n OR

REPORT TO CISA FOR ASSET RESPONSE

Submit a computer security incident form to the Cybersecurity and Infrastructure
Security Agency (CISA) Incident Reporting System at www. us-cert,cisa,gov/forms/report.
. CISA can be contacted by phone at 888-282-0870 and by email at Centrol@cisa.gov.

Central@cisa.gov.
CISA will provide technical assets and assistance to mitigate vulnerabilities and reduce
the impact of the incident.

OR
CONTACT EPA FOR CENTRALIZED RESPONSE
. Please reach out to the U.S. Environmental Protection Agency (EPA) Water Infrastructure

and Cyber Resilience Division (WICRD) at WICRD-outreach@epa.gov. EPA's WICRD will act
as a centralized federal point of contact between the affected parties/stakeholders and

all appropriate federal agencies incorporated in the incident response.

Utiliti
incident:

https://www.epa.gov/system/files/documents
[2023-02/230202-
CyberIncidentReportingProcess 21118.pdf

EPA | Gt 11/12/2025
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Cybersecurity Courses for the Water Sector

» EPA is committed to providing cybersecurity courses for the
water sector on an ongoing and reoccurring basis.

 Courses include cybersecurity basics for water systems, how
to conduct a cybersecurity risk assessment, tabletop
exercises, and more.

- Visit www.epa.gov/waterresilience/cybersecurity-exercises-
and-technical-assistance-courses to view upcoming and
recorded exercises.

- Contact watercyberta@epa.gov to request a cybersecurity
technical assistance course or tabletop exercise.
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Top Cyber Actions for Securing Water Systems OT

2.

4,
5.

6.
/.
8.

<EPA

Reduce exposure to the public-facing
Internet

Conduct regular cybersecurity
assessments

Change default passwords
Conduct and inventory of OT/IT assets

Develop and exercise cybersecurity
incident response and recovery plans

Backup OT/IT systems
Reduce exposure to vulnerabilities

Conduct cybersecurity awareness
training

Water Infrastructure &
Cyber Resilience Division

TLP:CLEAR

Overview

Water and Wastewater Systems Sector entites (herein referred 1o as “water Buyer beware: Technology
systems”) run operational technology (OT) and information technology (IT) systems | Manufacturers make security
that are to0 oftan inersble 9 cyberattacks. This fact sheet Highights the top choiees that afect the quaity of
Cyber actions water systems can take today to reduce cyber risk and improve e o
resilience to cyberattacks and provides free services, resources, and (0013 0 e o
Support these actions, which can be taken concurrently. 3 Visit CISA's G
Wastewater for the Water Sector i

webpages for more information and resources.

secure
tactics within their products to
igate cybersecurity threats.

1. Reduce Exposure to the Public-Facing Internet
Use cyber hys internet. OT
and remote terminal units (RTUS) are easy targets for cyberattacks when connected to the internet.
CISA's Free Cyber Vulnersbilty Scanning for Water Utiities fact sheet explains the process and
benefits of signing up for CISAs free vulnerability scanning program.
«  Free service: Email vulnerability@cisa.dhs.gov with the subject line, *Requesting Cyber Hygiene Services” for CISA
Cyber Hyglene Services, which proactively igation of

2. Conduct Regular Cybersecurity Assessments
Conduct a cybersecurity assessment on a regular basis to understand the existing vulnerabilities within OT and IT
systems. Assessments enable you to identify, assess, and prioritize mitigating vulnerabilities in both OT and IT networks.

. EPA posture.
«  Froe resources:
CISA's Cybersequit Goal of baseline cyber Afree CPG
assessment can bya Cl advisor CISA Regions) o through a self-
The American Water 'S (AWWA'S) Water Sector Gyt ity Risk uidar
and Risk Tool can help a utilty ontrols and most
applicable based on the technology applications they have implemented.
o AWWA's Water Sector Risk dance for Small System: ting started guide

that helps small, rural utilties (who serve <10,000 people) assess and implement cyber best practices.

o The WaterlSAC's 15 Cybersecuri for Water and Wastewater Utilities provides an overview of
with resources measure for deeper exploration.
© The MS-SAC's Center for Internet Security Risk Assessment Method (CIS RAM] is an information security risk

‘assessment method that helps organizations implement and assess their security posture against the CIS
Critical Security Controls (CIS Controls) cybersecurity best practices. The CIS RAM Family of Documents
provides instructions, examples, templates, and exercises for conducting a cyber fisk assessment.

(FBI)jointly authored this fact sheet
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EPA’s Water Sector Cybersecurity Program Case
Studies

» Case studies highlighting the m

WATER SECTOR CYBERSECURITY PROGRAM

CYbe rsecu rity Success Sto ries at CASE STUDY: Small Wastewater System

Asset Inventory: A Good First Step to Balancing Risks

water and wastewater utilities. T —
« Small Combined System T T
Small Wastewater System i ain i ———

» Medium Drinking Water System R e
« Medium Drinking Water System #2 e
 Medium Combined System

= OT asset connection to the public Internet

ne
=
Larae ( :omb|ned Svstem O VUV S —
at the utility. For example, staff have unique user with logins and p , and not
- all staff have programming privileges ance logged into the SCADAsystem Thedocume ldea Iydaﬁ ned
who to call for help once a cyber incident is n addition o
the cyber policy, the Incident Response Plan was updal ladtcd scrlbehowl runthepl ntin fu\l “manual

mode” without the benefit of the SC.&DA system in case of a cyber incident.

CYBERSECURITY D.PPROACH
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https://www.epa.gov/system/files/documents/2024-04/water-cybersecurity-case-study-draft-508-041824.pdf
https://www.epa.gov/system/files/documents/2024-04/water-cybersecurity-case-study-draft-508-041824.pdf
https://www.epa.gov/system/files/documents/2024-04/water-cybersecurity-case-study-draft-508-041824.pdf
https://www.epa.gov/system/files/documents/2024-04/water-cybersecurity-case-study-draft-508-041824.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-small-wastewater-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-small-wastewater-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-small-wastewater-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-small-wastewater-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-medium-drinking-water-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-medium-drinking-water-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-medium-drinking-water-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-medium-drinking-water-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-medium-drinking-water-system_508c.pdf
https://www.epa.gov/system/files/documents/2024-02/cybersecurity-case-study_-medium-drinking-water-system-2_508c.pdf
https://www.epa.gov/system/files/documents/2024-02/cybersecurity-case-study_-medium-drinking-water-system-2_508c.pdf
https://www.epa.gov/system/files/documents/2024-02/cybersecurity-case-study_-medium-drinking-water-system-2_508c.pdf
https://www.epa.gov/system/files/documents/2024-02/cybersecurity-case-study_-medium-drinking-water-system-2_508c.pdf
https://www.epa.gov/system/files/documents/2024-02/cybersecurity-case-study_-medium-drinking-water-system-2_508c.pdf
https://www.epa.gov/system/files/documents/2024-02/cybersecurity-case-study_-medium-drinking-water-system-2_508c.pdf
https://www.epa.gov/system/files/documents/2023-12/231205-medium-combined_508c.pdf
https://www.epa.gov/system/files/documents/2023-12/231205-medium-combined_508c.pdf
https://www.epa.gov/system/files/documents/2023-12/231205-medium-combined_508c.pdf
https://www.epa.gov/system/files/documents/2023-12/231205-medium-combined_508c.pdf
https://www.epa.gov/system/files/documents/2023-10/231010-large-combined-case-study_508c.pdf
https://www.epa.gov/system/files/documents/2023-10/231010-large-combined-case-study_508c.pdf
https://www.epa.gov/system/files/documents/2023-10/231010-large-combined-case-study_508c.pdf
https://www.epa.gov/system/files/documents/2023-10/231010-large-combined-case-study_508c.pdf

Fact Sheet: Cyber Insurance for Drinking Water
and Wastewater Systems

- . . Cyber Insurance for Drinking Waterand ~ &EPA
» Provides an in-depth overview Wastewater Systems
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CISA Cybersecurity Resources

Water In frastruct re&
\’ Cyber Resiliel sion




CISA Cybersecurity Resources

« CISA Regional Resources

 Cybersecurity Resources
« CISA's Free Cyber Vulnerability Scanning for Water Utilities
* 4 Things You Can Do To Keep Yourself Cyber Safe
« Report to CISA
« Cybersecurity Alerts & Advisories
« Cyber Risks & Resources for the Water and Wastewater Systems Sector Infographics
« Cross-Sector Cybersecurity Performance Goals
« Known Exploited Vulnerabilities Catalog
« CyberSentry Program
« Logging Made Easy (LME)
« Secure Our World
 Industrial Control Systems Training
- Known Exploited Vulnerabilities (KEV) Catalog
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https://www.cisa.gov/about/regions
https://www.cisa.gov/about/regions
https://www.cisa.gov/about/regions
https://www.cisa.gov/about/regions
https://www.cisa.gov/water
https://www.cisa.gov/water
https://www.cisa.gov/water
https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilities
https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilities
https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilities
https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilities
https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilities
https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilities
https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilities
https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilities
https://www.cisa.gov/resources-tools/resources/cisas-free-cyber-vulnerability-scanning-water-utilities
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/report
https://www.cisa.gov/report
https://www.cisa.gov/report
https://www.cisa.gov/report
https://www.cisa.gov/news-events/cybersecurity-advisories
https://www.cisa.gov/news-events/cybersecurity-advisories
https://www.cisa.gov/news-events/cybersecurity-advisories
https://www.cisa.gov/news-events/cybersecurity-advisories
https://www.cisa.gov/news-events/cybersecurity-advisories
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/national-critical-functions-supply-water-and-manage-wastewater
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/resources-tools/programs/cybersentry-program
https://www.cisa.gov/resources-tools/programs/cybersentry-program
https://www.cisa.gov/resources-tools/programs/cybersentry-program
https://www.cisa.gov/resources-tools/services/logging-made-easy
https://www.cisa.gov/resources-tools/services/logging-made-easy
https://www.cisa.gov/resources-tools/services/logging-made-easy
https://www.cisa.gov/resources-tools/services/logging-made-easy
https://www.cisa.gov/resources-tools/services/logging-made-easy
https://www.cisa.gov/secure-our-world
https://www.cisa.gov/secure-our-world
https://www.cisa.gov/secure-our-world
https://www.cisa.gov/secure-our-world
https://www.cisa.gov/resources-tools/programs/ics-training-available-through-cisa
https://www.cisa.gov/resources-tools/programs/ics-training-available-through-cisa
https://www.cisa.gov/resources-tools/programs/ics-training-available-through-cisa
https://www.cisa.gov/resources-tools/programs/ics-training-available-through-cisa
https://www.cisa.gov/resources-tools/programs/ics-training-available-through-cisa
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

Wrap-Up
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Conclusion

* Increase in frequency and severity of unauthorized remote
access and ransomware attacks that result in impacts to
operational and business systems at water and wastewater
utilities.

« Insider Threats, Social Engineering (including Phishing), Malware

» Attacks are increasingly malware-free and target internet-
exposed devices with vulnerabilities.

» Cybersecurity best practices to secure IT and OT systems.

* Resources to protect against, and reduce impacts from, cyber
threats.
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Questions?

° https:/ /www.epa.gov/cyberwater
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https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector
https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector

Post-Course Questionnaire

e Let us know how we did!
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